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Security and Threat Prevention

High Risk Applications
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The FortiGuard research team assigns a risk rating of 1 to 5 to an application based on the application behavioral
characteristics. The risk rating can help administrators to identify the high risk applications quickly and make a better decision
on the application control policy.

High Risk Applications Crossing the Network
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Figure 1: Highest risk applicaitons sorted by risk and sessions
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An application vulnerability could be exploited to compromise the security of the network. The FortiGuard research team
analyses application traffic patterns and application vulnerabilities and then develops signatures to prevent the vulnerability
exploits. The FortiGuard Intrusion Prevention Service (IPS) provides Fortinet customers with the latest defenses against stealthy
network-level threats. It uses a customizable database of maore than 5,800 known threats to stop attacks that evade traditional

firewall systems. For Application Vulnerability.and IPS see: http://www.fortiguard.com/static/intrusionprevention.html.

Top Application Vulnerability Exploits Detected
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Figure 2: Top vulnerabilities identified, sorted by severity and count
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User Productivity
Application Usage 1 26.37% Network.Service

“ [ 23.81% Video/Audio
23.17% Web.Others
I 18.11% General.Interest
3.18% Media

The FortiGuard research team categorizes applications into

different categories based on the application behavioral App Categories

characteristics, underlying technology, and the related traffic M 2.41% Email
transaction characteristics. The categories allow for better 1 1.45% Collaboration
application management. For application category details, 0.81% File.Sharing

0.39% Business
4 0.30% Social.Media

see: http://www.fortiguard.com/encyclopedia/applications

Understanding application subcategories can give invaluable insights into how efficiently your corporate network is operating.
Certain application types (such as P2P or gaming applications) are not necessarily conddcive to‘corporate environments and
can be blocked or limited in their scope. Other applications may have dual purpose uses (such as instant messenger or social
media apps) and can be managed accordingly. These charts illustrate applicationicategories sorted by the amount of bandwidth
they used during the discovery period.

Top Social Media Applications Top Instant Messaging Applications

W Twitter 53.08% (26176677) ¥ Naver.Line 98.65% (351185)
[ Facebook 25.04% (12350455) I ¥ Yahoo.Messenger 0.39% (1389)
A Tapatalk.HD 14.56% (7180180) Google.Talk 0.31% (1093)
I Google.Plus 2.77% (1367704) B MSN.Messe..unication 0.29% (1031)
M Blogger 1.55% (766047) Yahoo.Mail 0.15% (550)
[l Pinterest 1.30% (638956) B Whatsapp 0.15% (533)
Others 1.69% (835090) || [ Others 0.06% (210)

Top Peer to Peer Applications Top Gaming Applications
—I Bit?orre;73.;% (34612340)
I Skype 14.20% (6680551)
" QQ.Download 5.29% (2490184)
I QVoD 4.86% (2287952)

W MSN.Game 53.22% (278397)
[ Minecraft 35.39% (185146)
Clash.Of.Clans 11.30% (59108)
M HayDay 0.09% (494)
B Skype.Communication 0.01% (6575)
% Others 0.01% (5300)

£.QQLive 2.07% (973651)
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Network Utilization
Bandwidth and Sessions

Bandwidth usage is the primary indicator for throughput and capacity planning. FortiGates can analyze bandwidth lication
usage or by host. In addition, looking at daily usage trends can assist with peak capacity planning.

Average Bandwidth Usage by Hour
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Percen&age Usage

Session averages on a a daily basis are useful
planning as a typical enterprise will see mor. ions being generated in the morning when the network is at its most active.

Average Session Usage by Hour

Percentage Usage
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